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before I take your order I am required to explain
how we use that data and ask you to sign
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“Before I write my name on the board, I'll need to know
how you're planning to use that data.”
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Privacy and GDPR have public interest
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GDPR:
Types of Data under
Protection

a: Pseudonymization vs Anonymization: Ke
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7 Principles of data EVERYTHING YOU NEED TO KNOW ABOUT

7 GDPR DATA PROTECTION PRINCIPLES @
@, X

protection law

Protecting personal data:

= Lawfulness, fairness and transparency

=  Purpose limitation

N p e
=  Data minimisation % urpose Limitations
= Accuracy

ety ” Storage limitations Lawfulness
= Storage limitation

» Integrity and confidentiality

=  Accountability

The requirements in the GDPR framework are @
based on the 7 principles — the core of GDPR.

Accountability Data Minimization

= The key |orinciples related to the processing of
personal data are further described in GDPR Art. 5

Confidentiality




Legal basis for processing personal
data - Ak s cheraemeins il TR

= Legal basis 1: Informed consent (Art. 6(1)(a) — often
used in research

What is Needed to Process Data?

* A “lawful basis” for doing so

* A “lawful basis” can be:
* When required for a contract
* When required for public interest
* When required to comply with a law
* When required to protect an individual’s life
* When required for the legitimate interests of a third party (no sensitive data)
* When freely given consent for a specific purpose has been provided

* |f sensitive data is being processed, explicit consent for those data
elements is required.



What is Needed for Legally Effective Consent?

* Must be in clear and plain language, intelligible, and easily accessible
* Must be specific about the purpose of the data processing

* Must be distinguishable from other matters
* Must be given by a clear act or statement

* Must be an unambiguous indication

* Must fully inform the data subject

* Must be freely given




What is Data Processing?

Adapting
Altering
Collecting
Combining
Consulting
Destroying
Disclosing

Erasing
Organizing
Recording
Retrieving
Storing
Structuring
Using



Recommendations from DPO

Define the purpose of collecting and using personal data and know
what the legal basis for processing is.

Process personal data only with a legal basis

Be transparent about how you process your data

Act in line with the rights of data subjects — Respondents, rightse : lod n *
Classification of what you are processing, and knowledge of storage -* G I R

tools, is important before collecting data.

*  COMPLIANT

Good planning and familiarity with ?Uides/in’rrone’r resources e +
facilitate secure data management. : ;

Ensure protection of your data, wherever stored, minimise where you
can and share under the right conditions

Nettskjema is the primary data collection tool for surveys and audio
recordings, up to sensitive data (red category).

]cRelf(ﬂ\e(rjnber to delete personal data after the infended purpose is
vied: Useful Sources

Report deviations!
- UiS intranet

- Datatilsynet
- SIKT

Thank you for your attention!



Information security
at UiS

Christian Sommer
Senior Advisor Information Security,

Section for Information Management




Information Security

* Protecting information and information systems
(assets) through out the assets lifetime.

» We use three key principles:

C
= Confidentiality

Asset
= Integrity 1 A

» Availability



* Your research project

Publications / Library books

Insight private company

What is an
Register data (SSB) Asset

information asset?

Questionnaires

Interview / recordings

|dentifier key




Classification- and storage guide

- (Classification guide — what data are you handling?

- Storage quide — find appropriate tools for collecting, processing and storing.

Guide for classification of information Data storage guide

How sensitive is your data? — Data storage based on classification —



https://www.uis.no/nb/klassifisering
https://www.uis.no/nb/student/lagringsguide-for-studenter

Classification

O Open (Green) — Websites, publications.

O Internal (Yellow) — Non-published material, personal data (name, phone
number, e-mail)

O Confidential (&%) — Special categories of personal data (race, religion,
health data etc.)

O Strictly confidential (BIEISR) - Data with high commercial value, data
with high impact on individual or group.

Apen Intern Fortrolig Strengt fortrolig
(Grgnn) (Gul) (Rgd) (Svart)




* Your research project

e Publications

* Insight private company

Reg ister data (SS B) Apen Intern Fortrolig Strengt fortrolig
(Grgnn) (Gul) (Rgd) (Svart)

e Questionnaires

Interview / recordings

ldentifier key



Godkjent for

Krav til lagring av fortrolig data

UiS-driftet maskin

UiS OneDrive

UiS Teams

Rode data kan lagres pa maskin med fullkryptert disk. Rade data skal ikke flyttes til lagringsomrader
som ikke er godkjent for det.

Lagring av rede data i OneDrive krever at dokumenter og filer settes til felsomhet fortrolig. Se
veiledning for lagring av rede data i Teams 0g OneDrive.
Bruk OneDrive til filer som ikke krever samhandling. For samhandling, bruk Teams.

OneDrive kan brukes for deling med eksterne. Dette gjelder ogsa hvis falsomhet fortrolig er satt pa
dokumentet, men da ma noen enkle steg falges av den eksterne.

Rade data i Teams krever at teamet er satt som fortrolig. | tillegg ma alle filer som inneholder red data
vaere merket med felsomhet fortrolig. Se_veiledning for lagring_av rede data i Teams 0g_OneDrive.

Bruk Teams nar du skal samarbeide og dele filer med andre. For dokumenter og filer som er tiltenkt
deg selv, bruk OneDrive.

Universitetet
L[ i Stavanger



Data collection: Audio & Questionnaire

()
/ Nettskjema
+ Nettskjema diktaphon-app

Recommended tool Processing (yellow/ i) l:l Jftice 365
eCo enae OO0lIS rocessing (yellow ;
(With UI5 account) N & N B

> o B O

Storage (yellow/[gl):

& OneDrive

(With UiS account)




Intra.uis.no

Look up «Informasjonssikkerhet og
personvern»




CONSENT / INFORMATION LETTER

QUESTIONNAIRE

AUDIO RECORDING




Information Security & Risk

Threat Vulnerability




Information Security & Risk

Vulnerability




* Deviations in data handling
* Information security
* Privacy

Report deviations

 Report to
e it-hjelp@uis.no
e personvernombud@uis.no



mailto:it-hjelp@uis.no
mailto:personvernombud@uis.no

Takk for meg!
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